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Frauds and Scams
How to Protect Ourselves

This course includes 4 activities

* Types of Scams
« Recognizing Scams
* What To Do with Scams
* Reporting Scams

Online Frauds and Scams (2025)



Keywords

Deception trying to mislead or trick someone
Fraud intentional deception for unlawful gain
Fraudulent something involving fraud

Fraudster a person who is trying to commit fraud
Scam a plan to deceive someone

Scamster a person running a scam

Pll is Personally Identifiable Information

Malware software designed to harm a computer or steal information



Types of Scams

Two sections:
phishing & social engineering

Video is 11 minutes
We’'ll break it into two parts
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Online Fraud and Scams
Activity 1: Types of Scams
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Pop Quiz: What is phishing?

*Trying catch a fish from the water for fun or to feed yourself and
others

*Fake emails, text messages, social media profiles, websites, or
phone calls designed to steal your money or identity
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Social Engineering
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Pop Quiz: What do scammers want?
= To collect passwords and credit card numbers

*To sell your information to make money

*To get you to visit a website or download a file

=To get you to transfer them money

=sAll of the above
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Recognizing Scams

Video is 6 minutes




Recognizing
Scams
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Activity 2: Recognizing Scams
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Pop Quiz: How can you tell if a text message
IS a scam?

*Tries to rush you into action
» Asks you for your information
*Too good to be true

=All of the above
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What To Do With Scams

Video is 6 minutes
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Activity 3: What to Do with Scams
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Pop Quiz: You receive an email telling you that
you’ve won a prize. You think it may be spam.
What should you do?

*Reply and tell the sender to stop emailing
*Click the link to visit the website to see if it's trustworthy

=Click “Unsubscribe”’

*Put it in your Spam folder and ignore it
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Reporting Scams

Video is 5:30 minutes
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Links to Register for May Webinars
Tuesdays 10 - 11am

Internet Security, May 19 at 10 am
Registration Link:
https://us02web.zoom.us/meeting/register/xs65WMe6TRgarUClagxosw
Online Safety, May 26 at 10 am
Registration link: i
https://us02web.zoom.us/meeting/register/kHiDT5HfQ7abRpYEIrChCw Th
Digital Citizenship, June 2 at 10 am

Registration link:
https://us02web.zoom.us/meeting/register/B6NP2G40RgK3QLxQ0-SkoA




Links to Register for June Webinars
Tuesdays 6 - /pm

Frauds and Scams, June 9 at 6 pm

Registration Link:
https://us02web.zoom.us/meeting/register/rWulAaPJTFmF04Lz29CBBQ

Internet Security, June 16 at 6 pm

Registration Link:
https://us02web.zoom.us/meeting/register/ID4JKViaTEOE5Kt8ySEtMA

Online Safety, June 23 at 6 pm The Arc.

Registration link:
https://us02web.zoom.us/meeting/register/feg0orYiR9GeYzPQD k24g

Digital Citizenship, June 30 at 6 pm

Registration link:
https://us02web.zoom.us/meeting/register/yjSMR6joRUCxwmJ-qgFFOPg

ILLINDIS
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Contact Us:

Rio Goodwin Perez rio@thearcofil.orqg
Director, Going Home Coalition

Jennifer Thibodeaux Sands jennifer@thearcofil.orqg
Senior Community Mobilization Manager
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