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Accountsand Passwords

Internet Security
How to Protect Ourselves

This course includes topics:

» Accounts and Passwords
« Strong Privacy Settings
* Your Digital Footprint
* Your Credit Report




Accounts and Passwords

Three sections:

Creating a New Account
Logging into an Account
Account Security

Accounts and Passwords




Accounts and Passwords

Creating a New Account

learn the basics of creating
a new account on a website

8 minutes




Creating a
New Account

Welcome!

Accounts and Passwords

Activity 1: Creating a New Account

This course is provided by

= AT&T 4 3
connected | ((O)) PublicLibrary
LEARNING —

Disclaimer: None of the other companies whose names or logos appear in these educational materials have been
involved in the creation of these materials, or approve, sponsor, or are affiiated in any way with these materials.




Accounts and Passwords

Logging into an Account

logging in
help if you lost your password

6 minutes




Logging In to
an Account

Welcome!

Accounts and Passwords
Activity 2: Logging In to an Account

This course is provided by

= AT&T o
connected | (C)FHRicibay

Disclaimer: None of the other companies whose names or logos appear in these educational materials have been
involved in the creation of these materials, or approve, sponsor, or are affiliated in any way with these materials.




Accounts and Passwords

Account Security

tips for keeping
an account secure

4 minutes




Account

Security

Welcome!

Accounts and Passwords
Activity 3: Account Security

This course is provided by

= AT&T L
connected | (O)) FPublicLibrary
LEARNING

Disclaimer: None of the other companies whose names or logos appear in these educational materials have been
involved in the creation of these materials, or approve, sponsor, or are affiiated in any way with these materials.




Accounts and Passwords

Practice Time!

6 questions




Dennis wants to create an account on this website.

What link would he click?

. ®
‘. careerBl"lder Jobs Upload/Build Resume Salaries & Advice v Recommended Jobs SignIn | SignUp | For Employers

Find your next job, fast. Make your search easy.

Search by skills. View salaries. One-click apply. Up|03d Your Resume

Don't have a resume? Build one in 3 steps.

9 Search Jobs Upload/Build Resume

Postalob 9 Work from Home/Remote

COVID-19 Career Support Resources Q For JobSeekers &8 For Employers
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Which of these passwords is most secure?

Password

1MapleStreet

cowshelpmakecheese

asdfghjkl



Which of these passwords is most secure?

Password

1MapleStreet

cowshelpmakecheese

asdfghjkl



Dennis wants to sign in to this website.

What link would he click?

®
'. careerBUilder Jobs Upload/Build Resume Salaries & Advice v

Recommended Jobs Signin | SignUp | For Employers

Find your next job, fast.

Make your search easy.
Search by skills. View salaries. One-click apply.

Upload Your Resume

Don't have a resume? Build one in 3 steps.

v Search Jobs Upload/Build Resume

PostaJob < Work from Home/Remote

Feedback

COVID-19 Career Support Resources Q For JobSeekers ®8 For Employers




Dennis wants to sign in to this website.

What link would he click?

. U]
'. careerBu‘lder Jobs Upload/Build Resume Salaries & Advice v Recommended Jobs S'ﬁ‘,rl Up | For Employers

Find your next job, fast.

Make your search easy.
Search by skills. View salaries. One-click apply.

Upload Your Resume

Don't have a resume? Build one in 3 steps.

v Search Jobs Upload/Build Resume

PostaJob < Work from Home/Remote

Feedback

COVID-19 Career Support Resources Q For JobSeekers ®8 For Employers




Would you help Dennis log in to his account?

Type in his password, then click LOGIN.

' q Account Information

Username: dennis434

Password: Love2lLearn!
& dennis434

A type password here



Would you help Dennis log in to his account?

Type in his password, then click LOGIN.

' q Account Information

Username: dennis434

Password: Love2lLearn!
& dennis434

[ @ type password here ]
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How do you know that a website is secure?

Click on the area that shows the site is secure.

@ Find a Job | CareerBuilder X e

&« C (ﬁ https://www.careerbuilder.com

. ®
" careerBullder Jobs Salaries & Advice v Recommended Jobs My Mess:

(]
i
o

Dennis v

Find your next job, fast. Make your search easy.

Upload Your Resume

Don't have a resume? Build one in 3
steps.

- lilitary ¢ ty, State or ; "B Search Jobs
Upload/Build Resume
PostaJob 9 Work from Home/Remote

Search by skills. View salaries. One-click apply.

Feedback
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Which is the best option to remember
your password?

Notebook stored in a safe place

Sticky note on computer

Use your first and last name



Which is the best option to remember

your password?

Notebook stored in a safe place

Sticky note on computer

Use your first and last name




Accounts and Passwords:
More on Creating Strong Passwords

* Do not use personal information like: your name, birthday, address,
or other things people might know about you like your pet’s name

» Use the first letters of a phrase (set of words) or a quote

* Use words, phrases, and numbers that mean something to you
but that other people would have a hard time guessing



Accounts and Passwords:
Activity

Create a strong password using these rules:

8 Characters (letters, numbers, symbols)

1 Uppercase (capital) letter
1 Number

1 Symbol or Special Character (!S%&#)

Example: #LIitB72 from the phrase

Llamas live in the Bahamas

Do no use this example password for any of your accounts



HOW LONG WILL IT TAKE TO CRACK A Member Example
YUUR PASSWORD Strong Password Rules

10 Characters (letters, numbers, symbols)

numbers, .
brt B0 S 1 Uppercase (capital) letter
Characters lower case 1 Number
gy 1 Special Character (1$%&#)

Instantly Instantly Instantly Instantly Instantly

Instantly Instantly Instantly Instantly Instantly

Instantly Instantly Instantly 3 secs 10 secs Example:

Instantly  Instantly 8 secs 3 mins 13 mins Halloween

Instantly Instantly S mins 3 hours 17 hours

Instantly 13 mins 3 hours 10 days 57 days H@Iloween !

4 secs 6 hours 4 days year

4 69 day 06 years 328 years .

I 60,::: de v lnfv,% ?,1_ .',P:,; I wld take a hacking program

1hour  12yea 500 108k years  5m years 900 years to crack it!

11 hours 1ye 21K year 25myears 423m years

a days Cy Bkyears 1lbnyears  Sbnyears No guarantee

6 day 2kyears 28myears 97bnyears  2tnyears but good safety chances
otnyears 193tn years
374tn years 14qd years
23qdyears  1qtyears Psst: Do not use this example password




Accounts and Passwords

myr—
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B 'J-“'L"rﬁ om0 e il - Keep all your passwords private!
Iﬂ"; =) Faker ir Ll mq_‘l_._u L.-. ._ﬂ_ 1| o
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Hq:-, A * Your personal device can save
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L . 1 * Do not save your passwords on

K public devices like the

computer at the library




Privacy Settings

the part of a social networking website,
internet browser, piece of software, etc.
that allows you to control
who sees information about you




Strong Strict Privacy Settings

Choose privacy settings that limit who can view and interact with your posts

It’s always a good idea to select the most secure settings for profiles:
* Making your account private
e Hide your profile from people you don’t know
e Turning off tags

Understand opting in to options versus opting out
* Optingin —you have to decide to use the feature
* Opting out —your account automatically uses the feature, i.e. location



Digital Footprint

All of the information online about a person,
either posted by that person or others,
intentionally or unintentionally




You Digital Footprint

Do a search on your name
* Forinternet safety, it’s good to be aware of your own digital footprint
* What kinds of things might people find?

 We'll talk about this more in Digital Citizenship in regard to posts



Your Credit Rating

A number that gives a picture for
how you handle money

Can you be trusted to repay loans

Do you have a lot of debt




Checking Your Credit

Why should you check your credit?

* It’s a good way to make sure no one has stolen your identity and taking out
loans in your name

When should you check your credit?
 Some people check it each year on their birthday
 Some people check more frequently
 Some people buy a plan to get notified right away with problems
 Check if you have experienced a fraud or scam



Checking Your Credit

How to check your credit?
 Some people use a service to make regular checks
 Some people check with each bureau listed below
* Note: some bureaus charge a fee. It is possible to get free reports!

There are 3 Bureaus (offices) that track our credit

e Transunion Free Credit Score, Report, Monitoring & Alerts | TransUnion
* Equifax Equifax | Credit Bureau | Check Your Credit
e Experian Get your free credit report & FICO® Score




Links to Register for Upcoming Webinars

Online Safety, May 26 at 10 am
Registration link:
https://us02web.zoom.us/meeting/register/kHiDTS5HfQ7abRpYEIrChCw

Digital Citizenship, June 2 at 10 am

Registration link:
https://us02web.zoom.us/meeting/register/B6NP2G40RgK3QLxQ0-SkoA
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Links to Register for June Webinars
Tuesdays 6 - /pm

Frauds and Scams, June 9 at 6 pm

Registration Link:
https://us02web.zoom.us/meeting/register/rWulAaPJTFmF04Lz29CBBQ

Internet Security, June 16 at 6 pm

Registration Link:
https://us02web.zoom.us/meeting/register/ID4JKViaTEOE5Kt8ySEtMA

Online Safety, June 23 at 6 pm The Arc.

Registration link:
https://us02web.zoom.us/meeting/register/feg0orYiR9GeYzPQD k24g

Digital Citizenship, June 30 at 6 pm

Registration link:
https://us02web.zoom.us/meeting/register/yjSMR6joRUCxwmJ-qgFFOPg

ILLINDIS




Links to AT&T Digital Learning Courses

Accounts and Passwords

Creating a New Account
Logging In to an Account
Account Security
Practice
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Contact Us:

Rio Goodwin Perez rio@thearcofil.orqg
Director, Going Home Coalition

Jennifer Thibodeaux Sands jennifer@thearcofil.orqg
Senior Community Mobilization Manager

The Arc UF: >

\NG HQ
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