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Online Safety

How to Protect Ourselves

e Benefits of Social Media

* Privacy Settings
* Limit Sharing
* Your Digital Footprint
« Adding Friends
 WWatch for Misinformation







Privacy Settings

the part of a social networking website,
internet browser, piece of software, etc.
that allows you to control
who sees information about you




Strong Strict Privacy Settings

Choose privacy settings that limit who can view and interact with your posts

It’s always a good idea to select the most secure settings for profiles:
* Making your account private
e Hide your profile from people you don’t know
e Turning off tags

Understand opting in to options versus opting out
* Optingin —you have to decide to use the feature
* Opting out —your account automatically uses the feature, i.e. location



Important Things to Do on All Social Media

Limit Sharing

Do not share too much information
about yourself




Pop Quiz: What is okay to
post on your social media?

* Fun stuff you do or news you want to share
with everyone.

= Pictures from your birthday party.
*News about a big award that you won!
* Your home address.

* Pictures of your friends at camp.

* Your best friend's phone number.

* A congratulations message to a friend who got a
new job.

» Mean or untrue things (rumors) about other
people.



Digital Footprint

All of the information online about a person,
either posted by that person or others,
intentionally or unintentionally




You Digital Footprint

Do a search on your name
* Forinternet safety, it’s good to be aware of your own digital footprint
* What kinds of things might people find?

* We talked about this in the Internet Safety webinar and will one more in
Digital Citizenship

Connecting with Purpose: Digital Footprint




Important Things to Do on All Social Media

Only Add People You Know

Say “no” to friend and follow
requests from strangers




Activity: To Friend or Not To Friend?

All these people have sent you a friend request.
Who should you friend?

* Your cousin (who you visit every summer)

* A man you do not know in real life who says that
you are pretty

« Awoman you do not know in real life who says that
you are cute

* Your friend Mike

« Jane is someone you know, but you do not
recognize her profile picture



Warning Signs on Social Media

Be cautious
about adding people

with only a few
Friends or Followers




Friends in Common

* When someone asks you for a friend
request on social media, look for
people you know in their friend group.

* |If you know some of the same people,
it might be okay to add them to your
friend group.




Warning Signs on Social Media

Does the information add up?

Check to see if people are telling you the truth
Are the stories lining up?




Warning Signs on Social Media

They Ask for Money

Never give strangers money
Beware of scams




Warning Signs on Social Media

Block and Report

Anyone who does not treat you with respect
Safe people will respect your boundaries




This is how you Block and Report
someone on Facebook

From a user's profile, click on the ... icon, then select “Block.” ‘
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Watch out for Misinformation

the part of a social networking website,
internet browser, piece of software, etc.
that allows you to control
who sees information about you




TIPS FOR CONNECTING WITH VIGILANCE

Pause and think before sharing

Consider if the source of information is

trustworthy
Check for bias

Look for corroboration

Connecting with Balance: Digital Habits




Links to AT&T Digital Learning Courses

Connecting with Balance: Digital Habits

Connecting with Vigilance: Online Misinformation

Connecting with Purpose: Digital Footprint
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Links to AT&T Digital Learning Handouts

AT&T Handout: Digital Habits

AT&T Handout: Online Misinformation

AT&T Handout: Digital Footprint
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Help Us Keep These Webinars Available

Complete the Survey
* When you leave the session
* Included in the follow-up email

Share Your Story

 How have you / will you apply this information?
* How has this and/or other AT&T Digital Literacy webinars made a difference
in your life?






Links to Register Upcoming Webinars

S

Digital Citizenship, June 2 at 10 am AN
Registration link:
https://us02web.zoom.us/meeting/register/B6NP2G40RgK3QLxQ0-

SkoA

The Arc
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Links to Register for June Webinars
Tuesdays 6 - /pm

Frauds and Scams, June 9 at 6 pm

Registration Link:
https://us02web.zoom.us/meeting/register/rWulAaPJTFmF04Lz29CBBQ

Internet Security, June 16 at 6 pm

Registration Link:
https://us02web.zoom.us/meeting/register/ID4JKViaTEOE5Kt8ySEtMA

Online Safety, June 23 at 6 pm The Arc.

Registration link:
https://us02web.zoom.us/meeting/register/feg0orYiR9GeYzPQD k24g

Digital Citizenship, June 30 at 6 pm

Registration link:
https://us02web.zoom.us/meeting/register/yjSMR6joRUCxwmJ-qgFFOPg
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Contact Us:

Rio Goodwin Perez rio@thearcofil.orqg
Director, Going Home Coalition

Jennifer Thibodeaux Sands jennifer@thearcofil.orqg
Senior Community Mobilization Manager
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